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I.  C
ustom

er Proprietary N
etw

ork Inform
ation (“C

PN
I”)

C
PN

I is defined in Section 222(f) of the C
om

m
unications A

ct as (A
) inform

ation that relates 
to 

the 
quantity, 

technical 
configuration, 

type, 
destination, 

and 
am

ount 
of 

use 
of 

a 
telecom

m
unications service subscribed to by any custom

er of a telecom
m

unications carrier, 
and that is m

ade available to the carrier by the custom
er solely by virtue of the carrier-

custom
er relationship; and (B

) inform
ation contained in the bills pertaining to telephone 

exchange service or telephone toll service received by a custom
er of a carrier (except that 

C
PN

I does not include subscriber list inform
ation).

G
enerally, C

PN
I includes personal inform

ation regarding a consum
er’s use of his or her 

telecom
m

unications services.  C
PN

I encom
passes inform

ation such as: (a) the telephone 
num

bers called by a consum
er; (b) the telephone num

bers calling a custom
er; (c) the tim

e, 
location and duration of a consum

er’s outbound and inbound phone calls, and (d) the 
telecom

m
unications and inform

ation services purchased by a consum
er.

C
all detail inform

ation (also know
n as “call records”) is a category of C

PN
I that is 

particularly sensitive from
 a privacy standpoint and that is sought by pretexters, hackers and 

other unauthorized entities for illegitim
ate purposes.  C

all detail includes any inform
ation 

that pertains to the transm
ission of a specific telephone call, including the num

ber called (for 
outbound calls), the num

ber from
 w

hich the call w
as placed (for inbound calls), and the date, 

tim
e, location and/or duration of the call (for all calls).       

II. U
se and D

isclosure of C
PN

I Is R
estricted

The C
om

pany recognizes that C
PN

I includes inform
ation that is personal and individually 

identifiable, and that privacy concerns have led C
ongress

and the FC
C

 to im
pose restrictions 

upon its use and disclosure, and upon the provision of access to it by individuals or entities 
inside and outside the C

om
pany.

The C
om

pany has designated a C
PN

I C
om

pliance O
fficer w

ho is responsible for: (1) 
com

m
unicating 

w
ith 

the 
C

om
pany’s 

attorneys 
and/or 

consultants 
regarding 

C
PN

I 
responsibilities, requirem

ents and restrictions; (2) supervising the training of C
om

pany 
em

ployees and agents w
ho use or have access to C

PN
I; (3) supervising the use, disclosure, 

distribution or access to the C
om

pany’s C
PN

I by independent contractors and joint venture 
partners; (4) m

aintaining records regarding the use of C
PN

I in m
arketing cam

paigns; and (5) 
receiving, review

ing and resolving questions or issues regarding use, disclosure, distribution 
or provision of access to C

PN
I.



C
om

pany em
ployees and agents that m

ay deal w
ith C

PN
I have been inform

ed that there are 
substantial federal restrictions upon C

PN
I use, distribution and access.  In order to be 

authorized to use or access the C
om

pany’s C
PN

I, em
ployees and agents m

ust receive 
training w

ith respect to the requirem
ents of Section 222 of the C

om
m

unications A
ct and the 

FC
C

’s C
PN

I R
ules (Subpart U

 of Part 64 of the FC
C

 R
ules).

B
efore an agent, independent contractor or joint venture partner m

ay receive or be allow
ed to 

access or use the C
om

pany’s C
PN

I, the agent’s, independent contractor’s or joint venture 
partner’s agreem

ent w
ith the C

om
pany m

ust contain provisions (or the C
om

pany and the 
agent, independent

contractor or joint venture partner m
ust enter into an additional 

confidentiality agreem
ent w

hich provides) that: (a) the agent, independent contractor or joint 
venture partner m

ay use the C
PN

I only for the purpose for w
hich the C

PN
I has been 

provided; (b) the agent, independent contractor or joint venture partner m
ay not disclose or 

distribute the C
PN

I to, or allow
 access to the C

PN
I by, any other party (unless the agent, 

independent contractor or joint venture partner is expressly and specifically required to do so 
by a court order); and (c) the agent, independent contractor or joint venture partner m

ust 
im

plem
ent appropriate and specific safeguards acceptable to the C

om
pany to ensure the 

confidentiality of the C
om

pany’s C
PN

I.

III. Protection of C
PN

I

1. The C
om

pany m
ay, after receiving an appropriate w

ritten request from
 a custom

er, 
disclose or provide the custom

er’s C
PN

I to the custom
er by sending it to the custom

er’s 
address or record.  A

ny and all such custom
er requests: (1) m

ust be m
ade in w

riting; (2) m
ust 

include the custom
er’s correct billing nam

e and address and telephone num
ber; (3) m

ust 
specify exactly w

hat type or types of C
PN

I m
ust be disclosed or provided; (4) m

ust specify 
the tim

e period for w
hich the C

PN
I m

ust be disclosed or provided; and (5) m
ust be signed by 

the custom
er.  The C

om
pany w

ill disclose C
PN

I upon affirm
ative w

ritten request by the 
custom

er to any person designated by the custom
er, but only after the C

om
pany calls the 

custom
er’s telephone num

ber of record and/or sends a notification to the custom
er’s address

of record to verify the accuracy of this request.

2. The C
om

pany w
ill provide a custom

er’s phone records or other C
PN

I to a law
 

enforcem
ent agency in accordance w

ith applicable legal requirem
ents.

3.
Since D

ecem
ber 8, 2007, the C

om
pany retains

all custom
er passw

ords and “shared 
secret” question-answ

er com
binations in secure files that m

ay be accessed only by authorized 
C

om
pany em

ployees w
ho need such inform

ation in order to authenticate the identity of 
custom

ers requesting call detail inform
ation over the telephone.

4.
Since D

ecem
ber 8, 2007, C

om
pany em

ployees authenticate all telephone requests for 
C

PN
I in the sam

e m
anner w

hether or not the C
PN

I consists of call detail inform
ation.  That 

is, C
om

pany em
ployees m

ust: (a) be furnished the custom
er’s pre-established passw

ord (or 
correct answ

ers to the back-up “shared secret” com
binations); (b) send the requested 

inform
ation to the custom

er’s postal or electronic “address of record” (see definition above);” 
or (c) call the custom

er back at the custom
er’s “telephone num

ber of record” (see definition 
above) w

ith the requested inform
ation.

5.
If a custom

er subscribes to m
ultiple

services
offered by the C

om
pany

and an affiliate, the 
C

om
pany is perm

itted to share the custom
er’s C

PN
I regarding such services w

ith itsaffiliate.
If a custom

er does not subscribe to any telecom
m

unications or non-telecom
m

unications 
services offered by an affiliate, the C

om
pany is not perm

itted to share the custom
er’s C

PN
I 



w
ith the

affiliate w
ithout the custom

er’s consent pursuant to
the appropriate notice and 

approval procedures set forth in Sections 64.2007, 64.2008 and 64.2009 of the FC
C

’s R
ules.

6. W
hen an existing custom

er calls the C
om

pany to inquire about or order new
, additional or 

m
odified services (in-bound m

arketing), the C
om

pany m
ay use the custom

er’s C
PN

I other 
than call detail C

PN
I to assist the custom

er for the duration of the custom
er’s call if the 

C
om

pany provides the custom
er w

ith the oral notice required by Sections 64.2008(c) and 
64.2008(f) of the FC

C
’s R

ules and
after the C

om
pany authenticates the custom

er.

Since D
ecem

ber 8, 2007, the C
om

pany discloses
or releases

call detail inform
ation to 

custom
ers during custom

er-initiated telephone contacts only w
hen the custom

er provides a 
pre-established passw

ord.  If the custom
er does not provide a passw

ord, call detail 
inform

ation is
released only by sending it to the custom

er’s address of record or by the 
carrier calling the custom

er at the telephone num
ber of record.  If the custom

er is able to 
provide to the C

om
pany during a custom

er-initiated telephone call, all of the call detail 
inform

ation necessary to address a custom
er service issue (i.e., the telephone num

ber called, 
w

hen it w
as called, and, if applicable, the am

ount charged for the call) w
ithout C

om
pany 

assistance, then the C
om

pany m
ay take routine custom

er service actions related to such 
inform

ation.  (H
ow

ever, under this circum
stance, the C

om
pany m

ay not disclose to the 
custom

er any call detail inform
ation about the custom

er account other than the call detail 
inform

ation that the custom
er provides w

ithout the custom
er first providing a passw

ord.)

7.
The C

om
pany uses, discloses, and/or perm

its access to C
PN

I in connection w
ith 

C
om

pany-initiated m
arketing of services to w

hich a custom
er does not already subscribe 

from
 the C

om
pany (out-bound m

arketing) only pursuant to the notice and approval 
procedures set forth in Sections 64.2007, 64.2008, and 64.2009 of the FC

C
’s R

ules.   A
ll 

proposed out-bound m
arketing activities are review

ed by the C
om

pany’s C
PN

I C
om

pliance
O

fficer for com
pliance w

ith the C
PN

I restrictions and requirem
ents in the C

om
m

unications 
A

ct and the FC
C

 R
ules. 

8.
The C

om
pany m

aintains appropriate paper and/or electronic records that allow
 its 

em
ployees, independent contractors and joint venture partners to clearly establish the status 

of each custom
er’s O

ut-out and/or O
pt-In approvals (if any) prior to use of the custom

er’s 
C

PN
I.  These records include: (i) the date(s) of any and all of the custom

er’s deem
ed O

pt-out 
approvals 

and/or 
O

pt-in 
approvals, 

together 
w

ith 
the 

dates 
of 

any 
m

odifications 
or 

revocations of such approvals; and (ii) the type(s) of C
PN

I use, access, disclosure and/or 
distribution approved by the custom

er.

9.
B

efore a custom
er’s C

PN
I can be used in an out-bound m

arketing activity or cam
paign, 

the C
om

pany’s records m
ust be checked to determ

ine the status of the custom
er’s C

PN
I 

approval.  C
om

pany em
ployees, independent contractors and joint venture partners are 

required to notify the C
PN

I C
om

pliance O
fficer of any access, accuracy or security problem

s 
they encounter w

ith respect to these records.

If new
, additional or extended approvals are necessary, the C

PN
I C

om
pliance O

fficer w
ill 

determ
ine w

hether the C
om

pany’s “O
pt-O

ut C
PN

I N
otice” or “O

pt-In C
PN

I N
otice” m

ust be 
used w

ith respect to various proposed out-bound m
arketing activities.

10.  The C
PN

I C
om

pliance O
fficer w

ill m
aintain a record of each out-bound m

arketing 
activity or cam

paign, including: (i) a description of the cam
paign; (ii) the specific C

PN
I that 

w
as used in the cam

paign; (iii) the date and purpose of the cam
paign: and (iv) w

hat products 



and services w
ere offered as part of the cam

paign.  This record shall be m
aintained for a 

m
inim

um
 of one year.

11.  The C
om

pany’s em
ployees and billing agents m

ay use C
PN

I to initiate, render, bill and 
collect for telecom

m
unications services.  The C

om
pany m

ay obtain inform
ation from

 new
 or 

existing custom
ers that m

ay constitute C
PN

I as part of applications or requests for new
, 

additional or m
odified services, and its em

ployees and agents m
ay use such custom

er 
inform

ation (w
ithout further custom

er approval) to initiate and provide the services.  
Likew

ise, the C
om

pany’s em
ployees and billing agents m

ay use custom
er service and calling 

records (w
ithout custom

er approval): (a) to bill custom
ers for services rendered to them

; (b) 
to investigate and resolve disputes w

ith custom
ers regarding their bills; and (c) to pursue 

legal, arbitration, or other processes to collect late or unpaid bills from
 custom

ers.  

12.  The C
om

pany’s em
ployees and agents m

ay use C
PN

I w
ithout custom

er approval to 
protect the C

om
pany’s rights or property, and to protect users and other carriers from

 
fraudulent, abusive or illegal use of (or subscription to) the telecom

m
unications service from

 
w

hich the C
PN

I is derived.
B

ecause allegations and investigations of fraud, abuse and illegal use constitute very 
sensitive m

atters, any access, use, disclosure or distribution of C
PN

I pursuant to this Section 
m

ust be expressly approved in advance and in w
riting by the C

om
pany’s C

PN
I C

om
pliance 

O
fficer.

13. The C
om

pany’s em
ployees, agents, independent contractors and joint venture partners 

m
ay N

O
T

use C
PN

I to identify or track custom
ers w

ho have m
ade calls to, or received calls 

from
, com

peting carriers.  N
or m

ay the C
om

pany’s em
ployees, agents, independent 

contractors or joint venture partners use or disclose C
PN

I for personal reasons or profit.

14.C
om

pany policy m
andates that files containing C

PN
I be m

aintained in a secure m
anner 

such that they cannot be used, accessed, disclosed or distributed by unauthorized individuals 
or in an unauthorized m

anner.

15. Paper files containing C
PN

I are kept in secure areas, and m
ay not be used, rem

oved, or 
copied in an unauthorized m

anner.

16. C
om

pany em
ployees, agents, independent contractors and joint venture partners are 

required to notify the C
PN

I C
om

pliance O
fficer of any access or security problem

s they 
encounter w

ith respect to files containing C
PN

I.

17. The C
om

pany m
ay perm

it its custom
ers to establish online accounts, but m

ust require an 
appropriate passw

ord to be furnished by the custom
er before he or she can access any C

PN
I 

in his or her online account.  Since D
ecem

ber 8, 2007, passw
ords

m
ay N

O
T be based upon 

readily obtainable biographical inform
ation (e.g., the custom

er’s nam
e, m

other’s m
aiden 

nam
e, social security num

ber or date of birth) or account inform
ation (e.g., the custom

er’s 
telephone num

ber or address).

18.Since D
ecem

ber 8, 2007, custom
ers m

ay obtain an initial or replacem
ent passw

ord: (i) if 
they com

e in person to the
C

om
pany’s business office, produce a driver’s license, passport or 

other governm
ent-issued identification verifying their identity, and correctly answ

er certain 
questions regarding their service and address; or (ii) if they call a specified C

om
pany 

telephone num
ber from

 their telephone num
ber of record, and then w

ait at that num
ber until 

a C
om

pany representative calls them
 back and obtains correct answ

ers to certain questions 
regarding their service and address.



19.
Since D

ecem
ber 8, 2007, the C

om
pany w

ill notify custom
ers im

m
ediately of certain 

changes in their accounts that m
ay affect privacy or security m

atters.

a. The types of changes that require im
m

ediate notification include: (a) change or request 
for change of the custom

er’s passw
ord; (b) change or request for change of the 

custom
er’s address of record; (c) change or request for change of any significant elem

ent 
of the custom

er’s online account; and (d) a change or request for change to the 
custom

er’s responses w
ith respect to the back-up m

eans of authentication for lost or 
forgotten passw

ords.

b. The notice m
ay be provided by: (a) a C

om
pany call or voicem

ail to the custom
er’s 

telephone num
ber of record; (b) a C

om
pany text m

essage to the custom
er’s telephone 

num
ber of record; or (c) a w

ritten notice m
ailed to the custom

er’s address of record (to 
the custom

er’s prior address of record if the change includes a change in the custom
er’s 

address of record).

c. The notice m
ust identify only the general type of change and m

ust not reveal the 
changed inform

ation.

d. The C
om

pany em
ployee or agent sending the notice m

ust prepare and furnish to the 
C

PN
I C

om
pliance O

fficer a m
em

orandum
 containing: (a) the nam

e, address of record, 
and telephone num

ber of record of the custom
er notified; (b) a copy or the exact w

ording 
of the text m

essage, w
ritten notice, telephone m

essage or voicem
ail m

essage com
prising 

the notice; and (c) the date and tim
e that the notice w

as sent.   

20.
Since D

ecem
ber 8, 2007, the C

om
pany m

ust provide an initial notice to law
 enforcem

ent 
and a subsequent notice to the custom

er if a security breach results in the disclosure of the 
custom

er’s C
PN

I to a third party w
ithout the custom

er’s authorization.

a. A
s soon as practicable (and in no event m

ore than seven (7) days) after the C
om

pany 
discovers 

that 
a 

person 
(w

ithout 
authorization 

or 
exceeding 

authorization) 
has 

intentionally gained access to, used or disclosed C
PN

I, the C
om

pany m
ust provide 

electronic notification of such breach to the U
nited States Secret Service and to the 

Federal B
ureau of Investigation via a central reporting facility accessed through a link 

m
aintained by the FC

C
 at http://w

w
w

.fcc.gov/eb/cpni.

21.Since D
ecem

ber 8, 2007, the C
om

pany w
ill provide custom

ers w
ith access to C

PN
I at its

retail locations if the custom
er presents a valid photo ID

 and the valid photo ID
 m

atches the 
nam

e on the account.

22.Since D
ecem

ber 8, 2007, the C
om

pany takes reasonable m
easures to discover and protect 

against activity that is indicative of pretexting including requiring C
om

pany em
ployees, 

agents, independent contractors and joint venture partners to notify the C
PN

I C
om

pliance 
O

fficer im
m

ediately by voice, voicem
ail or em

ail of: (a) any suspicious or unusual call 
requesting a custom

er’s call detail inform
ation or other C

PN
I (including a call w

here the 
caller furnishes an incorrect passw

ord or incorrect answ
er to one or both of the “shared 

secret” question-answ
er com

binations); (b) any suspicious or unusual attem
pt by an 

individual to change a custom
er’s passw

ord or account inform
ation (including providing 

inadequate or inappropriate identification or incorrect “address or record,” “telephone 
num

ber of record” or other significant service inform
ation); (c) any and all discovered 

instances w
here access to the C

om
pany’s electronic files or databases containing passw

ords 



or C
PN

I w
as denied due to the provision of incorrect logins and/or passw

ords; and (d) any 
com

plaint by a custom
er of unauthorized or inappropriate use or disclosure of his or her 

C
PN

I.  The C
PN

I C
om

pliance O
fficer w

ill request further inform
ation in w

riting, and 
investigate or supervise the investigation of, any incident or group of incidents that 
reasonably appear to entail pretexting.

23.
The C

om
pany and its authorized em

ployees m
ay use C

PN
I to provide call location 

inform
ation regarding m

obile users in certain em
ergency situations.  Except in an unforeseen 

em
ergency involving a substantial threat to hum

an life or safety, any and all use or provision 
of C

PN
I under this category m

ust involve the specific types or categories of em
ergencies 

listed in w
riting by the C

om
pany’s C

PN
I C

om
pliance O

fficer.

IV
. C

PN
I C

om
pliance O

fficer

In addition to the specific m
atters required to be review

ed and approved by the C
om

pany’s 
C

PN
I C

om
pliance O

fficer, em
ployees and agents, independent contractors and joint venture 

partners are strongly encouraged to bring any and all other questions, issues or uncertainties 
regarding the use, disclosure, or access to C

PN
I to the attention of the C

om
pany’s C

PN
I 

C
om

pliance O
fficer for appropriate investigation, review

 and guidance.  The extent to w
hich 

a particular em
ployee or agent brought a C

PN
I m

atter to the attention of the C
PN

I 
C

om
pliance O

fficer and received appropriate guidance is a m
aterial consideration in any 

disciplinary action brought against the em
ployee or agent for im

perm
issible use, disclosure 

or access to C
PN

I.

V
. D

isciplinary Procedures

The C
om

pany has inform
ed its em

ployees and agents, independent contractors and joint 
venture partners that it considers com

pliance w
ith the C

om
m

unications A
ct and FC

C
 R

ules 
regarding the use, disclosure, and access to C

PN
I to be very im

portant.

V
iolation by C

om
pany em

ployees or agents of such C
PN

I requirem
ents w

ill lead to 
disciplinary 

action 
(including 

rem
edial 

training, 
reprim

ands, 
unfavorable 

perform
ance 

review
s, probation, and term

ination), depending upon the circum
stances of the violation 

(including the severity of the violation, w
hether the violation w

as a first tim
e or repeat 

violation, w
hether appropriate guidance w

as sought or received from
 the C

PN
I C

om
pliance 

O
fficer, and the extent to w

hich the violation w
as or w

as not deliberate or m
alicious).

V
iolation by C

om
pany independent contractors or joint venture partners of such C

PN
I 

requirem
ents w

ill lead to prom
pt disciplinary action (up to and including rem

edial training 
and term

ination of the contract).
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A
.  D

uring C
alendar Y

ear 2015
the C

om
pany has instituted the follow

ing proceeding, or filed the 
follow

ing petitions, against data brokers before the Federal C
om

m
unications C

om
m

ission:

N
O

N
E  

B
.

D
uring C

alendar Y
ear 2015

the C
om

pany has instituted the follow
ing proceeding, or 

filed the follow
ing petitions, against data brokers before the

N
ew

 M
exico Public 

R
egulation

C
om

m
ission.

N
O

N
E  

C
.  D

uring C
alendar Y

ear 2015
the C

om
pany has instituted the follow

ing proceeding, or filed the 
follow

ing petitions, against data brokers before the follow
ing federal or state courts:

N
O

N
E
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A
. D

uring C
alendar Y

ear 2015
the C

om
pany has received the follow

ing num
ber of custom

er 
com

plaints related to unauthorized access to, or disclosure of, C
PN

I due to im
proper access 

by C
om

pany em
ployees:

N
O

N
E

B
. D

uring C
alendar Y

ear 2015
the C

om
pany has received the follow

ing num
ber of custom

er 
com

plaints related to unauthorized access to, or disclosure of, C
PN

I due to im
proper 

disclosure to individuals not authorized to receive the inform
ation:

N
O

N
E 

C
. D

uring C
alendar Y

ear 2015
the C

om
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